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1
Decision/action requested

This pCR proposed a new solution to TS 33.853
2
Rationale
Per the current system design, the SMF provides UP security policy for a PDU session to the ng-eNB/gNB during the PDU session establishment procedure, the UP security policy shall indicate whether UP confidentiality and/or UP integrity protection shall be activated or not for all DRBs belonging to that PDU session. The ng-eNB/gNB shall activate UP confidentiality and/or UP integrity protection per each DRB, according to the received UP security policy from the SMF, using RRC connection reconfiguration procedure. 
Even though the ng-eNB/gNB activate the UP security policy per DRB, since the policy from SMF are at PDU session granularity, then every DRB in the same PDU session will have the same UP security policy. This is not friendly for the capability limited UEs(eg. 64kbps), if the UE wants to enable the UP IP, it has to enable the UP IP for every DRB in one single PDU. This pCR proposes a solution to enable UP IP in DRB level, which make it possible for enable different UP security policy for each DRB in the same PDU session. 
3
CHANGES
********************** First Change ****************************
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6.x
Solution #x: Configuring the UP security policy at DRB level

6.x.1
Introduction

This solution addresses KI#5 (Optionality of integrity protection in UP DRB). 

Per TS 23.502[x] and TS 33.501[4], The SMF shall provide UP security policy for a PDU session to the ng-eNB/gNB during the PDU session establishment procedure, the UP security policy shall indicate whether UP confidentiality and/or UP integrity protection shall be activated or not for all DRBs belonging to that PDU session. The ng-eNB/gNB shall activate UP confidentiality and/or UP integrity protection per each DRB, according to the received UP security policy from the SMF, using RRC connection reconfiguration procedure. Even though the ng-eNB/gNB activate the UP security policy per DRB, since the policy from SMF are at PDU session granularity, then every DRB in the same PDU session will have the same UP security policy. Which means, if the UE wants to enable the UP IP, it has to enable the UP IP for every DRB in one single PDU.

This solution describes how the UP security policy could be activated per DRB between UE and gNB/ng-eNB, so that the capability limited UE(eg. 64kbps) could only activate some of the DRBs to reduce the consumption.

6.x.2
Network options affected

- Option 2 - NR standalone with 5G Core

- Option 4 - 5G Core based Dual Connectivity (NR master - eUTRA secondary)

- Option 5 - 5G Core with eUTRA 

- Option 7 - 5G Core based Dual Connectivity (eUTRA master - NR secondary)
6.x.3
Solution Description

Per TS 23.502[x], in the UE initiated the PDU Session Establishment procedure, SMF retrieves the Session Management Subscription data from the UDM using Nudm_SDM_Get (SUPI, Session Management Subscription data, selected DNN, S-NSSAI of the HPLMN) , in which Session Management Subscription data include the UP security policy. Then SMF sends the UP security policy to AMF in Namf_Communication_N1N2MessageTransfer. This policy is at the granularity of DRB level and shall clearly indicates different DRB has different UP security policy.
AMF sends UP security policy to ng-eNB/gNB, using the N2 PDU Session Request(N2 SM information, NAS message (PDU Session ID, N1 SM container (PDU Session Establishment Accept)), [CN assisted RAN parameters tuning]). The NAS message contains N2 SM information received from the SMF. Then ng-eNB/gNB initiates the RRC Connection Reconfiguration per the UP security activation mechanism in TS 33.501[4] Clause 6.6.2, in which UP integrity indication and UP ciphering indication for each DRB will be configured per SMF policy. 

After the UP security activation, if the UP security in activated successfully, UE sends the RRC Connection Reconfiguration Complete to gNB protected with the Kupint and Kupenc.
6.x.4
Solution Evaluation

With this solution, it is possible to only enable some of the DRB in PDCP level in one single PDU sessiom. 

This solution needs SMF support the DRB level UP security policy configuration to the ng-eNB/gNB. 
********************** End of pCR********************
